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Virtual simulation actual-combat platform for security attack and
defense based on software defined network
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Abstract; To solve the problems that the virtual simulation experimental teaching products for the traditional
network security attack and defense are not flexible in the network topology, and it is difficult for them to
switch between offensive and defensive modes and integrate with other open source products, a virtual
simulation platform for the network security attack and defense based on software definition network is
proposed, and the design idea, key technology and network topology of the platform are introduced. The
platform design is based on SDN and virtualization. By using the OpenStack open source cloud platform, the
virtual network components and SDN network topology are constructed, and network isolation is effectively
implemented. The process of setting up the offensive and defensive environment shows that this platform
supports the diversification and flexibility of the network topology and attack and defense mode, improves the
scalability of the platform, reduces the construction cost, and promotes the improvement of the virtual
simulation actual-combat teaching level of the network attack and defense.
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